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Any Framework, Any Time, Any Place
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INTRODUCTION & 
WELCOME

• Vice President at H&V Facility Solutions, a Woman-Owned Small 
Business founded in 2022

• Been in the Mechanical Construction space since 2016 specializing in 
Building Automation, HVAC, Plumbing, and low voltage systems.

• Chemical Engineering & Music Studies degree from USF

• Career Focus on leveraging cutting edge tools and techniques to make 
traditional industries operate faster, better, easier, and recently – with 
easier compliance
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WHY CMMC 2.0 MATTERS FOR 
AMERICA
S E N I O R  P E N T A G O N  O F F I C I A L  S A Y S  C Y B E R  
W A R F A R E  P O S E S  S I G N I F I C A N T  T H R E A T  T O  
J O I N T  F O R C E  –  J O H N  G A R S T K A

T H E  T H R E A T  I S  R E A L -  C Y B E R  E X P O  2 0 2 5

"What we have learned [from our wargaming] is that this is a 
significant threat that we have to prepare the joint force to 
deal with,“

Regarding which systems are most at risk of cyberattack, 
Garstka said America's adversaries — including China — 
often focus on the defense industrial base.

"We're not talking about hypotheticals here. If you're 
dependent on the DIB for operations of your space systems, 
you have to treat protecting the DIB as important as protecting 
the space system, space segment or ground segment,"
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GOALS OF CMMC (CYBERSECURITY 
MATURITY MODEL) 2.0
T H E  C E N T E R  F O R  S T R A T E G I C  A N D  I N T E R N A T I O N A L  S T U D I E S  ( C S I S )  D O C U M E N T E D  6  
S I G N I F I C A N T  C Y B E R  I N C I D E N T S  I N  2 0 2 5  ( U P  T O  S E P T E M B E R )  W I T H  D I R E C T  O R  
I N D I R E C T  T I E S  T O  T H E  U . S .  D I B  O R  A L L I E D  D E F E N S E  S E C T O R S ,  I N C L U D I N G :

January: Russian surge in 
Ukraine Attacks affecting 

US DIB aid (4,315 incidents 
in 2024)

February: Chinese Origin 
attacks (1,300+ in 2024)

March: Chinese-Linked front 
recruiting ex- U.S. Federal 

Workers

April: Chinese Malware on 
Latin American networks 
impacting U.S. Defense

May: Russian Campaign 
targeting NATO defense 

Supply Chains

DoD Cyber Crime DIB-Reported Cyber Threats
5



OVERVIEW OF 
CMMC 2.0



WHAT IS CMMC 2.0?

Sensitive 
Data

IT 
Securities

Ongoing 
Monitoring

Social 
Controls

Physical 
Security

CMMC 2.0 is a framework to protect defense information relevant 
to adversaries and our Industrial Base:

• Federal Contract Information (FCI)

• Controlled Unclassified Information (CUI)

CMMC Domains per DoD CIO CMMC v 2.13

• Access Controls (AC)

• Awareness & Training (AT)

• Audit & Accountability (AU)

• Configuration Management (CM)

• Identification & Authentication (IA)

• Incident Response (IR)

• Maintenance (MA)

• Media Protection (MP)

• Personnel Security (PS)

• Physical Protection (PE)

• Risk Assessment (RA)

• Security Assessment (CA)

• System and Communications Protection (SC)

• System and Information Integrity (SI)
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How large do I have to build my defenses?



CORE FRAMEWORK & LEVELS
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LEVEL CONTROL 
COUNT

ASSESSMENT 
TYPE

ALIGNMENT WITH NIST

1 15 Self FAR 52.204-21

2 110 Self or 3rd Party NIST SP 800-171 Rev 2

3 110+24 Government NIST SP 800-171 Rev 2 + SP 800-172

Requires Audit, Remediation, 
then C3PAO Certifier



IMPLEMENTATION



5 STEPS TO CMMC 2.0 COMPLIANCE

Strategy & Program 
Management

Assessment & Gap 
Analysis

Remediation & 
Documentation

3rd Party 
Assessment

Monitoring & 
Reporting

1 month
2 weeks

50% Savings

1.5 months
2 weeks

66% Savings

13 months
6 months

54% Faster

3 months
1 month

25% Faster

Continuous
BEFORE
AFTER 50% Savings

Manual
Automated
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STRATEGY & 
PROGRAM 
MANAGEMENT
Initial Readiness Questionnaire

1. Organization Profile & Environment

2. Access Control/Audit – Internal IT or External 
MSP (technical)

3. Personal Security / Awareness & Training

4. Physical Protection

5. Risk-Security Assessment/Incident Response

6. System & Information Integrity/Maintenance
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ASSESSMENT & GAP ANALYSIS 
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SPRS – SUPPLIER 
PERFORMANCE 

RISK SYSTEM
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Supplier Performance Risk System

https://www.sprs.csd.disa.mil/


REMEDIATION  & DOCUMENTATION
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3RD PARTY ASSESSMENT – C3PAO
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CONTINUOUS COMPLIANCE 
+ REAL-TIME VISIBILITY
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Level 2 Requires C3PAO every 3 years with yearly audits updated in SPRS



PRACTICAL 
CONSIDERATIONS 
FOR DOD 
CONTRACTORS



BEST PRACTICES

• Prioritize cost-effective automation for assessments and mapping. 
(Source: 
https://dodcio.defense.gov/Portals/0/Documents/CMMC/CMMC-
FAQs.pdf)

• Utilize free DoD resources like CMMC Academy and guides. 
(Source: 
https://dodcio.defense.gov/Portals/0/Documents/CMMC/CMMC-
FAQs.pdf)

• Start now: Compliance mandatory for specified contracts post-Nov 
10, 2025; attend upcoming events like CS5 East Conference (Oct 
16-17, 2025) for ecosystem updates. (Source: 
https://www.federalregister.gov/documents/2025/09/10/2025-
17359/defense-federal-acquisition-regulation-supplement-
assessing-contractor-implementation-of) 
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REVIEW OF COMPLIANCE STEPS

Strategy & Program 
Management

Assessment & Gap 
Analysis

Remediation & 
Documentation

3rd Party 
Assessment

Monitoring & 
Reporting

1 month
2 weeks

50% Savings

1.5 months
2 weeks

66% Savings

13 months
6 months

54% Faster

3 months
1 month

25% Faster

Continuous
BEFORE
AFTER 50% Savings

Manual
Automated
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DOCUMENT, DOCUMENT, DOCUMENT!

• SSP NIST-800-171 v1.1
• AcceptableUsePolicyv1.0
•  Access Control Policy
•  Auditing and Accountability Policy
•  Configuration Management Policy
•  Contingency Planning Policy
•  Cyber Incident Response Standard
•  Identification and Authentication Policy
•  Incident Response Policy
•  Maintenance Policy
•  Media Protection Policy
•  Security Awareness and Training 

Policy
•  Security Assessment and Authorization 

Policy
•  System and Information Integrity Policy

•  System and Communications 
Protection Policy

•  Risk Assessment Policy
•  Personnel Security Policy
•  Physical and Environmental Protection 

Policy
•  Personnel Security Policy
•  NIST 800-171 Controls Tracking 

Spreadsheet 2024
• AccessControlandDataflowPlanv1.0
•  Configuration Change Request 

Tracking Form
• AuditLogPlanv1.0
• ConfigurationManagementPlanv1.0
• IdentificationandAuthenticationPlanv1.

0
• Incident Response Tracking Form

• Incident ResponseReportv1.0
• IncidentRepsonsePlanv1.0
• MaintenancePlanv1.0
• Security Assessment
• Risk Management and 

ContinuousMonitoringPlanv1.0
• SecurityAwarenessTrainingPlanv1.0
• POAM List
• Risk Assessment Report
• SP800-171AssessmentSpreadsheet
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CASE STUDY – 50 EMPLOYEE 
COMPANY
T R A D I T I O N A L  M A N U A L  A S S E S S M E N T

• Audit required interviews and manual 
inputting of system, personnel, and CCI 
Generation.

• Audit to POAM: 3-4 months

• Remediation & upgrades: 8-13 months

• C3PAO Certification: 3 months

• Total 1.5 years

• Audit Cost: ~ $60K

S E M I - A U T O M A T E D  A S S E S S M E N T

• Automated Scanning and system Mapping 
augments personnel and physical security 
mapping.

• Audit to POAM: 1 month

• Remediation & Upgrades: 6 months

• C3PAO Certification: 1 month

• Total 8 Months

• Audit + Continuous Compliance ~ $30K
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R E M E D I A T I O N  C O S T  V A R Y  W I D E L Y  F R O M  $ 1 0 K ’ S  T O  $ 1 0 0 K



LATEST NEWS
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Latest News for DoD Contractors (as of September 16, 2025)

DFARS Final Rule Published and Effective Soon: The Department of Defense released the final DFARS rule on 
September 10, 2025, implementing CMMC 2.0 requirements in contracts; it becomes effective November 10, 2025, 
starting Phase 1 with self-assessments for Levels 1 and some Level 2.

Certification Required Before Awards: Contractors must have a "current" CMMC certification or self-assessment in 
SPRS before contract award or option exercise for deals involving FCI or CUI; no more "win now, certify later.“

POA&Ms and Affirmations Clarified: Plans of Action and Milestones (POA&Ms) are allowed for Levels 2 and 3 (close 
within 180 days for conditional status); annual affirmations by a senior official are mandatory, with no lapse 
notifications needed.

Subcontractor Flow down and Small Business Impact: Prime contractors must ensure subs meet the same CMMC 
levels for FCI/CUI handling; the rule affects about 229,818 small entities over time, with cost estimates for 
assessments.



THANK YOU

Contact Information

Josh Hammer

352-467-9699

jhammer@hvfsusa.com

www.hvfssua.com

Schedule a free 1-hour consultation today
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